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Il vostro relatore..

* attivita professionale (~25 years)
* analisi delle vulnerabilita
* simulazioni di attacco
* consulenza
* formazione

p
* vita privata:
* fondatore sikurezza.org
* Attivo in vari Linux User Group
.
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Di cosa parleremo..

* Perché proprio a me?
* Perché le PMI?

* Fondamenta insicure
* Principali minacce

* Come approntare una corretta strategia di difesa?
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Perché proprio a me?
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https://www.hotspotshield.com/what-is-a-vpn/tor-vs-vpn/
https://krytechwebsecurity.com/public-wifi-safety-tips/
https://blog.emsisoft.com/it/27515/botnet-lalba-dei-morti-viventi-connessi/
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..attacchi “semplici”..

(non “spie”, CIA, Mission Impossible..)
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(c) 2023 Igor Falcomata, Matteo Falsetti - Enforcer Srl - TSM: Introduzione alla Cyber Security per professionisti IT



Percheé le PMI?

* Minori difese (e budget)
* Awareness carente (board, utentj, ..)
* Debito tecnologico

* aziende manufacturing (non IT, non finance, ..)

* staff IT sottodimensionato

* scarse/nessuna competenza specifica cybersecurity
* dipendenza totale da fornitori (spesso “verticali”)
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Fondamenta insicure
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Fondamenta insicure

* Ethernet (1982)

* TCP/IP (1983, 1987)
* SMTP (1983, 1995)
* DNS (1985)

*FTP (1971)

* HTTP (1991, 1997)
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Principali minacce
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Game Over,
ou Lose!
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of cyberattacks
IBM’s X-Force
remediated in 2021
involved
manufacturing.
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of incidents at
operational technology
(OT)-connected
organizations in 2021
were in manufacturing.
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of attacks on
OT-connected
organizations were
ransomware incidents.
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#ransomware #double-extortion
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of attacks on
manufacturing were
due to unpatched
vulnerabilities.
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Come difendersi?
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"Security is a process
non a product”

(Bruce Schneier, 1999)
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Cybersecurity non e IT

e Definizione di un piano strategico

e Budget, staff, ruoli (CSO, CISO, ..) -
e Assessment dei rischi (sul processo
produttivo) -

* Definizione di un piano operativo ]

e Formazione per IT, OT e tech

o Awarness per utenti

 Framework e processi continui -I

e Assicurazione del rischio residuo




“What Every CEO Needs to Know About Cybersecurity” (2015)

src https://www.business.att.com/content/dam/attbusiness/reports/decodingtheadversary.pdf


https://www.business.att.com/content/dam/attbusiness/reports/decodingtheadversary.pdf

Riferimenti 1/2 (perdonate I'autoreferenzialita..)

*  OT Security: sicurezza (informatica) negli impianti industriali
https://www.youtube.com/watch?v=X-TZLuKulF4 (video)
https://www.enforcer.it/dl/MIP-OT-Security_Falcomata_Giu2020.pdf (slide)

*  Smartworking & Cybersecurity
https://www.youtube.com/watch?v=gCOh86KiOBY (video)
https://www.enforcer.it/dl/MIP-Smartworking_Falcomata_Mag2020.pdf (slide)

* ESC18T16 10T utile di sicuro. Ma sicuro?
https://www.youtube.com/watch?v=FoTrXRgvKjO (video)
https://www.enforcer.it/dl/ESC_2k18_IOT-Security.pdf (slide)

* RAI Report “Voglio piangere”:
https://www.rai.it/programmi/report/inchieste/Voglio-piangere-2ceb55e0-37ff-4a7e-966f-8842231defbe.html

* RAI Presadiretta "La guerra informatica”

https://www.raiplay.it/video/2022/10/La-guerra-informatica---Presa-Diretta---Puntata-del-24102022-8291cbad-b764-42b6-8c2b
-950da072bd9d.html
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*  Framework Nazionale per la Cybersecurity e la Data Protection
https://www.cybersecurityframework.it/

*  European Cybersecurity Skills Framework (ECSF)
https://www.enisa.europa.eu/topics/education/european-cybersecurity-skills-framework

* Cybersecurity Awareness Raising: The ENISA -Do-It-Yourself Toolbox
https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box

* |SO/IEC 27001:2013 (e 27xxx)
https://www.iso.org/standard/54534.html

*  CIS Critical Security Controls
https://www.sans.org/critical-security-controls

* The OWASP® Foundation:
https://owasp.org/projects/

* Communication network dependencies for ICS/SCADA Systems (ENISA)
https://www.enisa.europa.eu/publications/ics-scada-dependencies

*  Guide to Industrial Control Systems (ICS) Security (NIST, SP-800-82 r2
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf

*  Securing Industrial Control Systems-2017 (SANS Institute) Riferimenti 2/2
https://www.sans.org/reading-room/whitepapers/analyst/securing-industrial-control-systems-2017-37860
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